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What this session isn’t…

NOT a list of methods guaranteeing invincibility from 
hacking, breaches, worms, viri, etc. 

NOT an in-depth analysis of security vulnerabilities, 
methods used by hackers, etc.
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What this session is…

A list of methods to provide you with a reasonable 
sense of privacy and security 

Simple actions you can take relatively quickly, without a 
lot of technical knowledge, that will make big 
differences in your exposure level
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The Strategy

Harden your profile 
Anonymize your network traffic 
Obfuscate your DNS requests 
Encrypt your network traffic wherever possible 
Privatize your interactions
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Harden Your Profile 
(laptop/desktop)
	Encrypt your Device - FileVault (Mac), BitLocker 
(Windows), etc. 

https://theintercept.com/2015/04/27/encrypting-
laptop-like-mean/ 

	Use a password manager 
1Password 

https://agilebits.com/
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Harden Your Profile 
(mobile)
	Encrypt your Device 

Use 6-digit passcode to unlock iPhone; do NOT use 
TouchID 

	Use a password manager 
1Password 

https://agilebits.com/
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Anonymize Your Network Traffic 
(laptop/desktop)

VPN - Can be expensive, slow, not necessarily secure. 
Opera - Free built-in VPN option 

https://www.opera.com/download 

TOR Browser (Free Firefox distribution) 
Can expand this to (most) all network traffic with some work 
But TOR can be *very* slow.  And it may interact adversely with other 
security protocols on other systems, such as Gmail, CloudFlare, etc. 

https://www.torproject.org/projects/torbrowser.html.en 

Sidestep - DIY (Mac) 
Automatically anonymizes AND encrypts your network traffic through 
a known server. 
http://chetansurpur.com/projects/sidestep/
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Anonymize Your Network Traffic 
(mobile)

Opera VPN App - Free 
https://www.operavpn.com/ 

TOR-based Browser - TOR can be *very* *very* slow 
over mobile 

Orbot (Android) 
https://www.torproject.org/docs/android.html.en 

Onion Browser (iOS) 
https://mike.tig.as/onionbrowser/
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Obfuscate Your DNS Requests 
(laptop/desktop)

DNSCrypt 
https://dnscrypt.org/
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Obfuscate Your DNS Requests 
(mobile)

37.235.1.174, 37.235.1.177 
Image from http://iphone-tricks.com/tutorial/147-iphone-wifi-not-working-ios-8-wifi-issues
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Encrypt Your Traffic Wherever Possible 
(laptop/desktop)

HTTPS Everywhere 
https://www.eff.org/https-everywhere 

KB SSL Enforcer 
https://chrome.google.com/webstore/detail/kb-ssl-
enforcer/flcpelgcagfhfoegekianiofphddckof?hl=en

11

https://www.eff.org/https-everywhere
https://chrome.google.com/webstore/detail/kb-ssl-enforcer/flcpelgcagfhfoegekianiofphddckof?hl=en


Encrypt Your Traffic Wherever Possible 
(mobile)

Endless Browser 
https://itunes.apple.com/us/app/endless-browser/
id974745755?mt=8
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Privatize Your Interactions 
(laptop/desktop/mobile)
Make StartPage your browser’s default search engine and 
homepage (optional) 

https://www.startpage.com/eng/download-startpage-
plugin.html?#hmb 
https://www.startpage.com/eng/make-startpage-your-
homepage.html?#hmb 

Disable 3rd Party Cookies 
https://www.howtogeek.com/241006/how-to-block-third-
party-cookies-in-every-web-browser/ 

Use Incognito or "Private Browsing" mode 
https://www.howtogeek.com/269265/how-to-enable-
private-browsing-on-any-web-browser/
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Privatize Your Interactions 
(mobile)
Select DuckDuckGo as your default search engine for Siri on 
iOS 

Siri uses the default search engine setting 
StartPage isn’t available as a default search engine (even if 
you can make it your default home page) 
https://www.softwarert.com/set-duckduckgo-default-
search-engine-iphone-ipad/ 

Use Signal for IM 
https://itunes.apple.com/us/app/signal-private-messenger/
id874139669?mt=8 

Use Mr. Number to maintain privacy from phone interruptions 
https://mrnumber.com/
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$54.16 per year
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https://www.washingtonpost.com/news/the-switch/wp/2016/01/27/this-is-how-much-money-youre-worth-to-facebook/?utm_term=.e9ad1c0055d5

Privatize Your Interactions 
(social)

https://www.washingtonpost.com/news/the-switch/wp/2016/01/27/this-is-how-much-money-youre-worth-to-facebook/?utm_term=.e9ad1c0055d5


Facebook Security Settings
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Facebook Privacy Settings
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Facebook Ad Settings
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The Strategy

Harden your profile 
Anonymize your network traffic 
Obfuscate your DNS requests 
Encrypt your network traffic wherever possible 
Privatize your interactions
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Additional Resources
The Secret Life of SIM Cards 

https://simhacks.github.io/defcon-21/ 
alternativeTo - Crowdsourced alternative software 
recommendations 

https://alternativeto.net/ 
Preventing DNS Leaks 

https://www.bestvpn.com/blog/5184/4-ways-to-prevent-a-
dns-leak-when-using-vpn/ 
https://greycoder.com/list-uncensored-dns-providers/ 

StartPage Support 
https://support.startpage.com/index.php?/Knowledgebase/List
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Stephen Barker
stephen@digitalfrontiersmedia.com 
https://www.digitalfrontiersmedia.com 
https://twitter.com/DigitalFrontier

21

mailto:stephen@digitalfrontiersmedia.com?subject=
https://www.digitalfrontiersmedia.com
https://twitter.com/DigitalFrontier

